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Mobile Phones Security

Details of enquiry

. Please could | ask you to respond to this Freedom Of Information request on behalf of your
Trust? (Audit Template Supplied, as attachment)

Response Sent

(see next page)



The Tavistock and Portman m

NHS Foundation Trust

Question Responss
1/ |Are your mobile devices enalbled for corporate ==

email?

If vou answered Mo to Question 1. please mowve

straight to Question 2

2/ |ls corporate email delivered to yvour devices purely (Mo
using Microsoft Exchange ActiveSync (with no

other Mobile Device Management solution used)?
If vou answered ¥ es to Question 2. please mowve
straight to Question &

2 WV hich Mobile Deviee Management solution(s) do W Adrvatch
Vou use?

4/ |How many MDMM licences do you currently hawve? 200

5 VW hen are your Mobile Device Management Jul-1&
licenoces wvalid until?
5 |If a user accidentally breaks their mobile device, 24 hours

howe many days does it currently take to get a fulhy
working replacement device to them™®

7/ Do you manage your MDM solution in-house or in-house
us= a third party mmanaqged servies?

a2/ |IF third party managed, which organisation
manages your Mobile Device Management
solution for vou™

% | Do you use any form of Endpoint Threat Mo
FPrevention on yvour mobile devices to flag potential
cyber risks proactivehy?

If vou answered Mo to Question 9, please mowve
straight to Question 14
14/ (Do yvou allow mobile devices to connect to your Mo

corporate network that are more than 2 full
releases behind the latest version of the operating
system software?

158/ [Are vou currently able to restrict accoess to certain |Wes
websites across vour entire mobile device estate?

18/ (If vou neaed to wipe corporate data off a mobile Remaotehy
device, what means do you use to wipe a device,
either remotely or in hand™?

17/ |ls the data wipe auditable? Nes

18/ |[Are vou currently operating your mobile devices in |Mo
compliance with the General Data Protection
Fegulation (GDFPR), enforceable from May 20187

19 [How do you currently dispose of a devicee which is | Secure disposal on site
no longer to be us=ed?

20/ |Is yvour device disposal fully auditakble? Y es



